10

aopiio éaé 0an
i0o0aonBao 6oi FreeBSD
Marc Silver

marcs@draenor.org

=3 O
<~
O-
:4
@
v
D:

$FreeBSD: release/9.1.0/el_GR.ISO8859-7/articles/dialup-firewall/article.sgml
38826 2012-05-17 19:12:14Z hrs $

Oi FreeBSD aBiaé Yia 646i--6fuiY
Dig&Yo 481 660 6Yiaéo b &
BUECOYO 660 364 id &

aibaiBeiioaé 6a
aBiaé deéeaiili ia

aioinéél oyiaiéi 6io FreeBSD Foundation. ]
ié i0iBao -ficoéiidiéiyioaé aou 6i60 £a6a06€26a66Y0 b 6i60
0 éauniyioaé aidinééU oyiaiéa. 129i6 a66Y

o

ﬁ PO I ‘o

aBiaii éaé aéa (1646 40l 460Y0 aiunBaeaé ¢ liUaa AiUoo6oico 6i6 FreeBSD ii6é
fi

22
5
(]}
-
Ot =
=]
oo
E:
(e}
Q
©
oi

inééU Oyiaiéa, éa 4aB6a Yia 40l 64 oyiaiéa: “™” p “®”.

186804 Y14 64810 dfi6046B40 (firewall) +igSéiidiépioad
AcAcHi&IY 14, DanéanUoaé oc fiyeiéog afiid

N O fee 220 2

0aB--160 ONi6o4 i 01aiéepb IP déayedioe. Adoii O éaBiafi dai
46--1€aB64aé 1a 6i U ea fideicada o¢i afi-+EePb 640 6yidade 1You PPP. Aéa danéssiidanao decnioinfao
6-+-40668U 14 660 ORIBGAED 1640 GY{da6¢d 1You PPP #3B0a d¢ 6aéBid aibeaédd ppp(8).

1 Dnueiaio
diii6U6860 640 60¢ #6ayedioe 616 66aARA0Y4: <marcs@draenor.org>.

€4 {4 10ifY 6464 {4 +-fic6éiidiéPoada 6i IPFW, diiYdaé {4 aioniadpoada o¢i 6-+-adéeb 6di6oPiiéic 66if dofibia 640.

4 0anéosuoanao de¢iiioinBao 6-+-adéeu ia 6¢ 1a04aep60édg 6id donbia, 448064 61 6ibia fideiBoaui 6id ddfiPia 661

ceeen A LN 29 2 22 22 9

( i
060 0anaelUol a0éeiaYo 66€o noeiBvaéo 6id 0oMnbia 640 aé4 {a aianaidiébPoada o¢i 6di60Pnéic aé4 o1



Oyiiadg 1Y6n Océdopiiv édé O6f--io Piiiéddopdo 66i FreeBSD
options IPFIREWALL
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options IPFIREWALL_VERBOSE
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options IPFIREWALL_VERBOSE_LIMIT=500
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firewall enable="YES"
firewall script="/etc/firewall/fwrules"
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ppp_nat="YES"
006¢ eYoc

60
Of iiiff 0i

2

A

niyi, o,

N

pi dialup. 10i

Z A

¢c60

=

.conf. O¢iaépsoa ouo idiiahoa a 46eUiada o1 uiiiid 6id
for easy

With userland-ppp this
This is usually your network

(as in /etc/rc.firewall)
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Helps to make it easier to read.

Be sure to change this to match your own network
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# Force a flushing of the current rules before we reload.

Sfwemd -f flush
# Divert all packets through the tunnel interface.

# Define the firewall command
# Define our outside interface.

# defaults to tunO.

oif="tun0O"
# Define our inside interface.

fwemd="/sbin/ipfw"
# card.

# reference.
# interface.
iif="fxp0O"
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$fwemd add divert natd all from any to any via tunO

# Check the state of all packets.
$fwcemd add check-state

# Stop spoofing on the outside interface.
$fwemd add deny ip from any to any in via $oif not verrevpath

# Allow all connections that we initiate, and keep their state,

# but deny established connections that don’t have a dynamic rule.
Sfwemd add allow ip from me to any out via $oif keep-state

$fwemd add deny tcp from any to any established in via $oif

# Allow all connections within our network.
$fwemd add allow ip from any to any via $iif

# Allow all local traffic.

Sfwemd add allow all from any to any via 1lo0
S$fwemd add deny all from any to 127.0.0.0/8
$fwemd add deny ip from 127.0.0.0/8 to any

# Allow internet users to connect to the port 22 and 80.

# This example specifically allows connections to the sshd and a

# webserver.

Sfwemd add allow tcp from any to me dst-port 22,80 in via $oif setup keep-state

# Allow ICMP packets: remove type 8 if you don’t want your host
# to be pingable.
$fwemd add allow icmp from any to any via $oif icmptypes 0,3,8,11,12

# Deny and log all the rest.
Sfwemd add deny log ip from any to any
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Afige4eoéeU, 101iaBOA 14 461P6404 01 (ifiéi 8404aRA0PO 6060 NOLIBGAED 61 dBAPIA 640 14 O¢i AdéEiAP
IPFIREWALL_VERBOSE_LIMIT udud dafiéaiUgdia danadUfu. I0ifiaBoa {4 466U1404 4661 61 tifiéi (<-ufibo {4
140438000B86464 dUeé 6if 06fiPia 640 &4é {4 U404 reboot) +figééiidiépioad o¢i sysctl(8) 6éib
net.inet.ip.fw.verbose_limit.
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% ed /etc/firewall

/etc/firewalls su

Password:

/etc/firewall# mv fwrules fwrules_tunO

/etc/firewall# cat fwrules_tunO | sed s/tun0/ppp0/g > fwrules
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(448 1i{046 1iifi ié 62668 Y0 analiYo):
% ifconfig
(skipped...)
ppp0: flags=8051<UP, POINTOPOINT, RUNNING, MULTICAST> mtu 1524
inet xxx.xxx.xxx.xxx ——> XxX.xxx.xxx.xxx netmask 0xff000000
(skipped...)
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% ifconfig

(skipped...)

ppp0: flags=8010<POINTOPOINT,MULTICAST> mtu 1500

(skipped...)

tun0: flags=8051<UP,POINTOPOINT, RUNNING, MULTICAST> mtu 1524
(IPv6 stuff skipped...)
inet xxx.xxx.xxx.xxx ——> XxxX.xxx.xxx.xxx netmask Oxfffffrroo0
Opened by PID xxxxx

(skipped...)
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